Abstract-Smart Grid (SG) technology, which aims at bring ing the world's aging electric grids into the 21"t century by utilizing intelligent transmission and distributed networks, has been gaining momentum in recent years. Despite its attractive features, the SG technology remains vulnerable to some security threats, such as spoofing and man-in-the-middle attacks. In this paper, to address these potential security issues, we propose a light-weight and secure message authentication mechanism.
INTRODUCTION
The Smart Grid (SG) concept is synonymous to intelligent grid or future grid [1] , and is aimed at providing the end users (Le., consumers) with more stable and reliable power. The common aspect of the different SG proposals consists in the two-way communication framework between the power source and the consumers. In addition, sensing entities and control systems lie along the path of the power source and the end-users. The sensors are capable of detecting malfunctions or deviations from normal operational ranges, which usually require appropriate response from the SG control center. Furthermore, the responses from the control center need to be converted into control messages and transmitted to different segments of the SG. Therefore, the SG communication frame work and functionality should be characterized, particularly in terms of its ability of provisioning consumer participation and resiliancy against malicious threats. In SG, consumers are usually equipped with smart meters, which are able to identify power consumption in a much more elaborate manner in contrast with the conventional energy meters. While the information collected by a smart meter can be obtained by the power company (Le., the utility provider) for monitoring and billing purposes, the consumer can also access hislher smart meter to check the current usage and accordingly adjust the power usage (e.g., to use less electricity during peak hours to minimize unnecessary use of electric appliances) . This may require the users to send periodic request messages to the utility provider. By doing so, they are able to actively participate in the power dissemination within the SG in a dynamic manner. To facilitate the two way communication between the consumers and the utility provider, the smart meters are integrated in the SG by the Advanced Metering Infrastructure (AMI) . Furthermore, in order to create an ef fective SG communication backbone, IP-based networks are considered to be the most suitable choice for home area, buildings, and larger neighborhoods. An IP-based SG implies that each smart meter and each smart appliance (e.g., air conditioners, heaters, dish-washers, television sets, and so forth) will have its own IP address and will support standard Internet Engineering Task Force (IETF) protocols for remote management. However, IP-based communication networks are likely to be challenged by a huge volume of delay-sensitive data and control information. Furthermore, the attacks against both wired and wireless IP-based networks may be easily carried out against IP-based SG communication networks. Therefore, it is crucial to prevent all possible security threats by properly designing SG communication protocols. In this pa per, we propose a light-weight message authentication protocol for securing communication amongst various smart meters at different points of the SG. Specifically, based on the Diffie Hellman key establishment protocol and hash-based message authentication code, the proposed scheme allows smart meters to make mutual authentication and achieve message authenti cation in a light-weight way, Le., it does not contribute to high latency and exchange few Signal messages during the message authentication phase.
The remainder of this paper is organized as follows. Sec tion II surveys related works. Section III presents an SG com munications system model. Section IV describes the proposed light-weight message authentication scheme to secure com munications amongst various SG entities. Section V provides the security analysis of our proposed mechanism. Simulation results are provided in Section VI to verify the effectiveness of the proposed mechanism followed by the concluding remarks in Section VII. 
II. RELATED RESEARCH WORK
Three task forces have been created for IEEE P2030 Smart Grid standards to implement SG. One of the task forces is pertaining to cyber security, which describes system and communications protection policies and procedures to combat cyber attacks against SG [2] . However, these policies are broad in nature and should be considered as coarse desgin directives for enforcing security in SG communications.
Hamlyn et al.
[3] proposed a utility computer network secu rity management and authentication for actions and commands request in SG operations. However, their work focused on securing host area electric power systems and electric circuits.
Power system communication and cyber security issues are considered to be crucial components of SG [4] . It is suggested that numerous cyber security issues are to be addressed. For example, integrated Supervisory Control and Data Acquisition (SCADA) /energy management systems and administrative of fice Information Technology (IT) environments may lead to evolving security threats. In addition, the broadband capabil ities have opened up new ways of introducing new function ality, both at smart meters and the central system collecting metering data. The utilites are interested in transferring data to the households that may include price information and special offers. However, such data may also contain control signals, which may raise delicate issues to deal with.
Metke et al. pOinted out in [5] that SG deployments must satisfy strict security requirements. For instance, strong au thentication is considered to be a requisite for all users and devices of the SG. With the large number of users and devices affected, scalable key and trust management systems, tailored to the particular requirements of the utility provider will be es sential. In our work, by providing a broad SG communications framework, we propose a light-weight message authentication protocol, customized to the specific needs of SG. On the other hand, DSs are located at different regions and they are responsible for converting the electric power into medium voltage levels and distributing the same to the feeders of the buildings. The building feeders convert the medium voltage level into a lower one for consumers' use.
III. SG COMMUNICATIONS SY STEM MODEL
From communications point of view, the considered SG topology is split into a number of networks. The TS, located at the power plant, and the Control Centers (CCs) of the DSs are connected with one another in a meshed network, which is built over optical fiber technology.
The (GateWay) , BAN GW, and HAN GW, respectively. For ease of understanding, we adopt a bottom-up approach where we start describing the SG communications framework from the HAN. In addition, it is also worth mentioning that based upon the existing standards of SG, IP-based communications networking is preferred which permits virtually effortless inter connections with HANs, BANs, NANs, CCs, and TS.
A. Home Area Network
The Home Area Network (HAN) is a subsystem within the SG dedicated to efficiently manage the on-demand power requirements of the end-users. H ANI in Fig. 1 Let G = (g) be a group of large prime order q such that the Computational Diffie-Hellman (CDH) assumption holds, Le., given ga, gb, for unknown a, b E Z�, it is hard to compute gab E G. Based on the CDH assumption, our envisioned light weight message authentication scheme is shown in Fig. 2 , and the detailed steps are as follows. Because Ki is shared between BAN GW j and HAN GW i itself, BAN GW j can verify the authenticity of the sender and integrity of Mi. Thus, it can provide the NAN GW with the authenticated messages.
V. SECURITY ANALYSIS
In this section, we will analyze the security of the proposed light-weight message authentication scheme to check whether the required security properties can be satisfied.
• The proposed scheme can provide mutual authentication.
In the proposed scheme, since ga is encrypted with BAN GW j's public key, only if the adopted public key encryption technique is secure, then BAN GW j is the only one who can recover ga with the corresponding private key. Therefore, when HAN GW i receives the correct ga in Step 3, HAN GW i can ensure its counterpart is BAN GW j. With the same reason, because gb is encrypted with HAN GW i's public key, BAN GW j can also authenticate HAN GW i if it can receive the correct gb in Step 4. Due to these two reasons, the proposed scheme can provide mutual authentication between HAN GW i and BAN GW j.
• The proposed scheme can also establish a semantic-secure shared key in the mutual authentication environment. The semantic security of the shared key under the chosen-plaintext attack shows that an adversary A can't distinguish the actual shared key Ki from ones randomly drawn from the session key space, when A is given ga, gb and Z E G, where Z is either the actual shared key Ki or a random value R drawn from the session key space, according to a random bit (3 E {a, I}, Le., Z = Ki when (3 = 0, and Z = R is returned when (3 = 1 . Let (3' E {a, I} be A's guess on (3 . Then, the semantic security indicates Pr[(3 = (3'] = �. Now, suppose there exists an adversary A who can break the semantic security of the shared key with a non-negligible advantage c = 2 Pr[(3 = (3'] -1 within the polynomial time, we can use the adversary A's capability to solve the CDH problem, Le., give (g, ga, gb) for unknown a, b E Z�, to compute gab E G.
First, the adversary A is given the tuple (g, ga, gb), and also allowed to make qH distinct queries on the random oracle 1/. in the random oracle model [9] . To cater for these random oracle queries, we maintain an 1/.-list. When a new query Gi EG is asked, we choose a fresh random number Zi E G, set 1/. (Gi) = Zi, put (Gi, Zi) in 1/.-list, and return Zi to A. At some time, when the adversary A makes a query on the session key, we flip a coin (3 E {a, I}, and return a random value Z* E G.
Let £ denote the event that G = gab has been queried by A to the random oracle 1/.. If the event £ does not occur, A has no idea on the session key Ki = H(gab), then we have -list contains qH entries, we can pick up the correct Gi = gab and solve the CDH challenge with the success probability 1/ qH given the event £ occurs.
Combining the above probabilities together, we have
However, this result contradicts with the CDH assumption. Therefore, the proposed scheme can also establish a semantic secure shared key. Note that, if either HAN GW i or BAN GW j is compromised in the proposed scheme, the mutual authentication environment can't be achieved. However, the compromise of either HAN GW i or BAN GW j's private key does not affect the security of the previous session keys. As a result, the proposed scheme also achieves perfect forward secrecy [8] .
• The proposed scheme can also provide an authenti cated and encrypted channel for the late successive trans mission. Because both HAN GW i and BAN GW j hold their shared session key Ki, the late transmission ({MiIITi} {encr} KJIIHMAGKi can achieve not only the con fidentiality but also the integrity. Meanwhile, the embedded timestamp Ti can also thwart the possible replay attacks. Therefore. the proposed scheme can provide an authenticated and encrypted channel for the late successive transmission. In summary. based on the above analysis. the proposed scheme is secure and suitable for the two-party communication in SG environment.
VI. EVALUATION
The proposed message authentication scheme is evaluated by analytical results using MATLAB [10] . For the SG topol ogy. we consider 10 NANs. each having 50 BANs. The number of HANs in each BAN is varied from 10 to 100. The other simulation parameters are listed in Table I . We compare the performance of our proposed authentication mechanism with Elliptic Curve Digital Signature Algorithm (ECDSA) . The rea son behind this choice is the fact that ECDSA was considered and demonstrated to be a secure authentication protocol for SG demand response communications in [11] . It should be noted that each packet authenticated using our proposed mechanism is encrypted by 128-bit Advanced Encryption Standard (AES) . To compare with this. we considered ECDSA-256 in our simulations since its security level is comparable to that of 128-bits cryptography [12] .
It is worth noting that only the messages exchanged be tween HANs and their corresponding BAN are considered for authentication using the proposed scheme and the conventional ECDSA. To make realistic assumptions. we also consider at least 80% of the HANs communicating with their respective BAN at any given time.
Two performance metrics are considered for evalua tion. namely communication overhead and message decryp tion/verification delay. The size of the HAN packet bound for the BAN is assumed to be up to 102 bytes. which is sufficient to contain the users' power requirements and request to the CC. The sizes of the generated MAC in our proposed approach is set to 16 bytes based on RIPEMD-128 algorithm. The reason behind choosing this hash algorithm for creating the MAC is due to its resiliency against collision and pre image attacks. The comparative results are presented in Figs. 3 and 4. Fig. 3 plots the communication overhead (in KB) at a given BAN GW for varying number of smart meters. It should be noted that only one session per HAN GW with the BAN GW is considered. When the number of smart meters is low. both the proposed and conventional schemes contribute to small overheads below 5Kb. The communication overheads gradually increase with the increasing number of smart meters. This increase is. however. more significant in case of the conventional ECDSA protocol. For instance. when 100 smart meters (Le .. HAN GWs) are considered for a given BAN GW. the ECDSA communication overhead incurred at the BAN GW is significantly high (23 KB) in contrast with a relatively low value (8 KB) for the proposed message authentication. The conventional scheme experiences higher communication overheads mainly due to the certificate and signature included in each packet. Thus. the proposed method demonstrates higher scalability for larger topologies.
On the other hand. the plot in Fig. 4 shows the comparison between the proposed and conventional schemes in terms of decryption/verification delay per BAN Gw. It is worth noting that OpenSSL package is used to measure the delays for the proposed scheme and the conventional ECDSA protocol. The OpenSSL package was used on a computer running Intel Xeon Processor (E5450) and Linux distribution of Debian 4.0. The processing speed of the experimental PC was 3.0GHz. In order to simulate the BAN GW. we scaled the experimental values (e.g.. decryption time) by 100 times to fit the 32MHz of the BAN Gw. As evident from the results. the decryption delay increases linearly for both these schemes. However. the conventional ECDSA scheme exhibits higher decryption delay compared to that demonstrated by the proposed one. The reason is that the proposed scheme provides a light-weight authentication process followed by AES encryption. which is faster than the conventional ECDSA protocol which relies on signature verification along with decryption at the BAN for every message coming from each HAN. 128Kb. respectively. When the message rate is 15 per second. the conventional scheme takes about 15KB of memory. which exceeds the allocated RAM in the BAN GW This means that many messages from the BAN are buffered in the slow flash memory and are accessed later by the RAM. In case of the proposed authentication scheme with the same rate of message arrival at the BAN GW. the memory usage is similar to that required by the conventional protocol. This result indicates that few of the messages are buffered in the slow memory and can be accessed without significant delay in case of both the considered schemes when the BAN GW is receiving 15 messages per second. When the number of messages arriving at the BAN GW increases to 20. the conventional ECDSA scheme becomes overwhelmed with the high number of messages coming from the high number of HANs and it exceeds the RAM and flash memory bound after 300s. In contrast with this. the proposed scheme achieves much lower memory usage (approximately 20KB) and continues to support this throughout the entire course of the simulation (Le .. 500s) .
However. when the number of apartments in a given building is raised which results in a higher message reception rate of 25 at the BAN GW. the results change even more significantly. Fig. 5 shows that the conventional method. in this case. takes up all the available memory at the BAN GW rather quickly (within 125s of the start of the simulation) . On the other hand. the proposed scheme manages to stay below 30Kb of the overall available memory throughout the simulation. This good performance of the proposed scheme can be attributed to the less processing in decrypting and/or verifying the signature of the packets that result in less queueing time in the RAM and the flash memory.
VII. CONCLUSION
In this paper. we have proVided a broad framework of SG communications and deSigned a light-weight message authentication mechanism tailored for the requirements of SG communications. we have performed security analysis on our proposed mechanism and demonstrated its viability. The performance of the proposed scheme is verified through computer-simulations. which demonstrate that the proposed scheme is feasible to be deployed to the SG.
